Product Sheet

Optical Encryption from Crown Castle uses revolutionary technology to o er Federal Information Processing
Standards (FIPS-certified) encryption of in-flight data from end-point to end-point.

Our easy to implement solution o ers maximum protection and throughput and optimizes latency by encrypting all of your
in-flight data at the optical level—regardless of where it's generated. Whether you have a 10Gbps or 100Gbps connection,
you’ll maintain total control over your security parameters and keys. And since it can easily be added to one of our exisitng
solutions, you won’t need to purchase, deploy or manage costly new equipment.
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Technical Speci ca ions Seciri Ceri caions

SOLUTION DESCRIPTION SOLUTION DESCRIPTION
Bandwidth Options : Encryption over Wavelength Encryption Service over - FIPS 140-2 Level 3
& Hando Protocols i - 10Gbps: 10 GigE, FC800, FC1200, Wavelength (10Gbps) | - FIPS 197 —- AES-256
0C-192, 0C-192¢ - - IBM GDPS
: i - EMCW
: Encryption over Managed Private : _Brocade
Optical Network ;

i - 10Gbps: 10 GigE, FC800, FC1200, Encryption Service over : - FIPS 140-2 Level 2.FIPS 197 — AES-256

: 0C-192, OC-192c Managed Private Optical : - IBM GDPS

: - 40Gbps: 40 GigE, OC-768 Network (10Gbps, - EMCW

: - 100Gbps: 100 GigE 40Gbps, 100Gbps) ! - Brocade

Protocols Protected Optical Encryption is protocol agnostic,
. encrypting all payload data, at all packet
i and frame sizes, at full line rate. The service
protects all major transport protocols,
including Ethernet, IP, SONET, Fiber Channel,
i Video Transport and OTN.

Availability . Availability specs are based on the design
: of the network delivering the encryption
service. Options are available for route
i diversity with failover to ensure the highest
¢ availability possible.

Why Crown Ca_stle?

O7Ff 7niq7e, na ion/ ide por folio
With approximately 90,000 route miles of fiber, we own and operate one of the largest
and densest fiber networks in the country with a presence in 23 of the top 25 US markets.

O7r sol7, ions
We have your networking
and security needs

O7r prq en, rack record covered. Visit our
In our 30 years of experience owning and operating network assets we've seen it all and infrastructure solutions
we're always ready to adapt to changing network trends. page to learn more about

our suite of solutions and
how they can solve your
toughest challenges.

O7r deep e per ise
We've worked with nearly every industry so we understand your unique opportunities
and challenges and can tailor solutions to meet your goals.

—

Crown Castle owns, operates and leases more than 40,000 cell towers and approximately
90,000 route miles of fiber supporting small cells and fiber solutions across every major

US market. This nationwide portfolio of communications infrastructure connects cities and
communities to essential data, technology and wireless service—bringing information, ideas
and innovations to the people and businesses that need them.
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